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• TECHNICAL SUPPORT MANAGER @ 3CX

• I’M A GEEK & PASSIONATE ABOUT CYBER SECURITY!

• MULTIPLE CERTIFICATIONS IN CYBER SECURITY AND DATA PRIVACY

MSC CYBER-SEC, ISACA CISM & CISA, IAPP CIPP/E, CIPT, CIPM, FIP, PECB CDPO

• WHITE HAT HACKER…
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DISCLAIMER

• OPINIONS EXPRESSED ARE SOLELY MY OWN AND DO NOT EXPRESS THE VIEWS OR OPINIONS OF

MY EMPLOYER.

• THE PRESENTATION IS INTENDED FOR EDUCATIONAL PURPOSES ONLY.

https://icon-library.net

https://icon-library.net/


THE IDEA

• OPEN SOURCE SOFTWARE CODE IS EASY TO AUDIT AS DISCLOSED

• THEY HAVE MANY CONTRIBUTORS, CHANGING OVER TIME, WITH VARIOUS SECURITY AWARENESS

• Q&A? SDLC?

• THEY HAVE LIMITED RESOURCES / BUDGET

• I KNOW ABOUT VOIP AND CYBER-SECURITY IS A PASSION…



SO…

• LET’S SEE IF WE CAN FIND VULNERABILITIES IN SOME WELL-KNOWN VOIP SOFTWARE ☺

• ALSO NO BUDGET HERE, DOING ALL WITH FREE TOOLS ON MY SPARE TIME FOR PAST 3 MONTHS

• STILL A WORK-IN-PROGRESS, SPENT AROUND 100 HRS ON IT

• RESPONSIBLE DISCLOSURE OF THE FINDINGS

• LESSONS LEARNED AND MITIGATION



GOOGLING

• WHO ARE THE MAIN OPEN SOURCE VOIP SOFWARE NOWADAYS?

• FOUND 3 MAIN ACTORS: ASTERISK, FREESWITCH, KAMAILIO

• MANY FRONTENDS/DISTRO ARE BUILT AROUND THESE CORE ENGINES

• AGING TECH, > 10Y OLD FOR SOME

• CORE IN C/C++, FRONTENDS IN PHP/SQL/HTML/JS



WHAT’S UNDER THE HOOD

• RUN IN LINUX, VARIOUS DISTRO (CENTOS, DEBIAN)

• USES VARIOUS WEB SERVERS (APACHE, NGINX)

• USES VARIOUS SQL SERVERS (POSTGRESQL, MYSQL)

• ADMINISTRATION PANEL IN PHP/SQL/HTML/JS

• VARIOUS SIP ENGINES FOR THE COMMUNICATION WITH HANDSETS/SOFTPHONES/TRUNKS

• ASTERISK USES PJ_SIP OR CHAN_SIP (OLDER)

• FREESWITCH USES SOFIA

• KAMAILIO IS BASED ON OPENSER

• SOURCE CODE IN GITHUB, ISO READY TO USE AND DOWNLOAD



TEST ENVIRONMENT

• INSTALLING ISO’S IN VMWARE PLAYER

• SOME QUICK TESTS AND RECONNAISSANCE

• DOWNLOADED LATEST SOURCES FROM GITHUB

• KEEP TRACK OF THE FINDINGS WITH MANTIS (BUG TRACKER), INSTALLED QUICKLY IN AN

EASYPHP (WEB-SERVER KIT FOR WINDOWS)

• GET STARTED?



WHERE TO START?

• FOCUSING ON FUSIONPBX FIRST

• FOCUSING ON ITS ADMINISTRATION PANEL

• HANDY TOOLS: NOTEPAD++ AND SEARCHMYFILES



METHOD 1: AUDIT USER INPUTS

• SEARCHING USER INPUTS VARIABLES IN PHP

• LOOK FOR ALL OCCURRENCES OF:

• $_REQUEST[‘XXX’] (HTTP REQUESTS ARGUMENTS)

• $_GET[‘XXX’] (VARIABLES PASSED IN URLS)

• $_POST[‘XXX’] (VARIABLES PASSED IN FORMS)

• $_COOKIE[‘XXX’] (VARIABLES PASSED IN COOKIES)

• $_SERVER[‘XXX’] (SOME VARIABLES PASSED BY USER BROWSER, SUCH AS USER-AGENT, REFERER)

• $_FILE[‘XXX’] (FILE UPLOADS VARIABLES SUCH AS FILENAME)



METHOD 1: AUDIT USER INPUTS

• HOW? SEARCH FOR « $_ » IN SEARCHMYFILES, GOING THROUGH THE SOURCE REPO

RECURSIVELY

• OPEN ALL FILES FOUND IN NOTEPAD++

• SEARCH AGAIN IN ALL OPENED DOCUMENTS, GO ONE BY ONE

• MAKE A SPREADSHEET WITH TOTAL OCCURRENCES AND AMOUNT REVIEWED, WITH A PERCENT

REPRESENTING THE CODE COVERAGE, KEEP TRACK OF PROGRESS



METHOD 1: AUDIT USER INPUTS

• WHAT TYPE OF VULNERABILITIES ARE WE LOOKING FOR?

• CROSS-SITE SCRIPTING (XSS), WITH VARIABLES REFLECTED DIRECTLY IN HTML

• SQL INJECTIONS (SQLI), WITH VARIABLES INSERTED DIRECTLY IN SQL QUERIES

• OTHERS INJECTIONS, E.G PATH TRAVERSALS

• ANY LUCK?

• YES!!!



FUSIONPBX FINDINGS IN BRIEF

• XSS: 33

• SQLI: 55

• OTHERS*: 15

• I STOPPED AT 100

VULNERABILITIES GOT TIRED!! 
THERE ARE MORE ☺

• EXAMPLES?



XSS – EXAMPLE

• AN EXAMPLE OUT OF MANY, OF A GET VARIABLE

TAKEN AS-IS AND REFLECTED IN HTML CODE

GENERATED BY ONE OF THE PAGES

• WHILST ON OTHERS VARIABLES IN SAME PAGE AND OTHERS, ARE NORMALLY PUT UNDER AN ESCAPE() 

FUNCTION FOR CLEAN-UP/SANITIZATION



XSS – ESCAPE() FUNCTION

• THE ESCAPE() FUNCTION IS JUST PASSING ARGS TO THE PHP FUNCTION HTMLENTITIES()

• ALERT(1) BECOMES ALERT&LPAR;1&RPAR; ONCE ESCAPED



SQLI - EXAMPLE

• WHEN FIRST CHECKED I FOUND MANY SQL INJECTIONS BUT UNTIL SUBMIT A MONTH LATER THEY

HAD FIXED MOST, YET THEY FORGOT THIS ONE:

• HERE WE SEE A GET VARIABLE TAKEN AS-IS IN AN SQL QUERY SYNTAX

• ONCE REPORTED THE FIX WAS TO USE PARAMETERIZATION (AS EVERYWHERE ELSE)



PATH TRAVERSAL

• FEW PLACES WHERE FILE OPERATIONS WERE POSSIBLE WITHOUT PROPER SANITIZATION OF THE

FILE OR FOLDER ARGS

• ALLOWS TO TAMPER WITH ANY FILE OF THE SYSTEM

• HERE WE SEE A DOWNLOAD PAGE WHICH CAN BE CALLED BY ANY AUTHENTICATED USER

PASSING GET ARG TO A SUBFUNCTION:

• INTERESTINGLY THE $FILE_DIR VARIABLE IS NEVER SET…



PATH TRAVERSAL - SUBFUNCTION

• CHECK IF FILE EXISTS ONLY

• CHECK FILE EXTENSION, FOR HTTP

HEADER PURPOSE ONLY, IF NO

MATCH, FORCE DOWNLOAD!

• READ FILE AND OUTPUT WITHOUT

PATH CONTROL

• E.G: HTTPS://XXX/RESOURCES/
DOWNLOAD.PHP?F=/ETC/PASSWD

https://xxx/resources/download.php?f=/etc/passwd


OTHERS

• SOFIA (FREESWITCH SIP ENGINE) PROVIDES A LUA API IN WHICH INSTRUCTIONS CAN BE SENT

TO THE CORE

• COMMANDS PASSED THROUGH A SOCKET ACCESSIBLE TO LOCALHOST

• MOST OF THESE COMMANDS ARE DOING ACTIONS IN PBX ONLY

• INTERESTINGLY, NOT MUCH DOCUMENTED IS A CALL ALLOWING TO RUN SYSTEM COMMANDS

• SO, IF NOT PROPERLY IMPLEMENTED SOMEONE COULD COMPROMISE THE MACHINE

COMPLETELY FROM WEB FILES



API INJECTION EXPLAINED

• WE SEE FIRST THAT THE PAGE IS TESTING IF A SPECIFIC PERMISSION EXISTS (LOWER THAN ADMIN

PRIVILEDGE) = POTENTIAL PRIVILEDGE ESCALATION

• THEN A GET ARG IS TAKEN AS-IS (AGAIN) AND SENT TO THE SOCKET

• HTTPS://XXX/APP/CALL_CENTERS/CMD.PHP?RDR=FALSE

&CMD=API%20SYSTEM%20TOUCH%20/TMP/TEST

• RESULTS IN A FILE CREATED IN /TMP FOLDER, AS USER WWW-DATA

https://xxx/app/call_centers/cmd.php?rdr=false&cmd=api%20system%20touch%20/tmp/test


METHOD 2: CHECK DEPENDANCIES

• LIST ALL JAVASCRIPT FILES FROM SOURCES

• CHECK THE COMMENTS/HEADER LOOKING FOR APP NAME AND VERSION

• SEARCH FOR THOSE ON SNYK.IO

• WHAT ARE WE LOOKING FOR?

• OLD DEPENDANCIES, FORGOTTEN AND OUT-OF-DATE

• KNOWN ISSUES IN VULNERABLE JAVASCRIPT PACKAGES

• ANY LUCK?

• YES!!!



METHOD 2: CHECK DEPENDANCIES

• 5 REPORTED VULNERABILITIES IN JS DEPENDANCIES:

• MULTIPLE XSS IN JQUERY 1.8.3 AND 1.11.1

• MULTIPLE XSS IN JQUERY UI 1.9.2

• MULTIPLE XSS IN BOOTSTRAP 3.3.6

• JS PROTOTYPE POLLUTION IN JQUERY 1.8.3





METHOD 3: ANYTHING UNAUTHENTICATED?

• A VALUABLE ATTACK VECTOR IS A PAGE THAT CAN BE REQUESTED FROM REMOTE WHILST

UNAUTHENTICATED.

• AS PBX DISTROS HAVE HUNDREDS/THOUSANDS OF PAGES, WE NEED AN AUTOMATED CRAWLER

• SO I MADE A QUICK PHP SCRIPT LISTING ALL PHP FILES OF THE DISTRO FOLDER, AND BROWSING

THEM RECURSIVELY THROUGH A CURL FUNCTION ON MY WEBSERVER.

• UNFORTUNATELY, AFTER REVIEW, THERE WERE NO FINDINGS WITH THIS METHOD.



WHAT’S NEXT?

• RECHECKED THE FINDINGS ON LATEST VERSION (A MONTH HAD PASSED)

• TESTED THEM IN MY BROWSER, PLAY WITH URLS AND INSPECT SOURCE WITH DEV TOOLS.

• FOR POST ARGS OR MORE COMPLEX TAMPERING, USED BURP COMMUNITY

• REPORTED THE ONES STILL CURRENT IN VENDOR BUG TRACKER (40 OUT OF 100)

• MOST GOT FIXED FAST, DEV THANKFUL

• INFORMED THEM OF WILLING TO FILL CVE ABOUT THOSE AND DISCLOSURE IN 1 MONTH

• REQUESTED 35 CVE NUMBERS ON HTTPS://CVE.MITRE.ORG/CVE/REQUEST_ID.HTML

WAITING VALIDATION... AND A WEEK AGO GOT CONFIRM WITH CVE RESERVED NUMS!

https://cve.mitre.org/cve/request_id.html


RESERVED CVES

• CVE-2019-16964

• CVE-2019-16965

• CVE-2019-16966

• CVE-2019-16967

• CVE-2019-16968

• CVE-2019-16969

• CVE-2019-16970

• CVE-2019-16971

• CVE-2019-16972

• CVE-2019-16973

• CVE-2019-16974

• CVE-2019-16975

• CVE-2019-16976

• CVE-2019-16977

• CVE-2019-16978

• CVE-2019-16979

• CVE-2019-16980

• CVE-2019-16981

• CVE-2019-16982

• CVE-2019-16983

• CVE-2019-16984

• CVE-2019-16985

• CVE-2019-16986

• CVE-2019-16987

• CVE-2019-16988

• CVE-2019-16989

• CVE-2019-16990

• CVE-2019-16991

+ SOME MORE COMING ☺



FREEPBX

• SAME TECHNIQUES WERE APPLIED ON FREEPBX 14

• FOUND 10 XSS, REPORTED, AND FILLED CVES REQUESTS, ALSO WAITING

• FOUND VULNERABLE SQL QUERIES, BUT TURNED OUT TO BE NOT EXPLOITABLE

• DIDN’T GO DEEP…



SOME DIFFICULTIES

• SOME CODE LOOK VULNERABLE BUT IN PRACTICE AREN’T EXPLOITABLE, FILES AREN’T

REACHABLE DIRECTLY AS IN FUSIONPBX, THEY PASS THROUGH SOME CENTRAL ENDPOINTS / 
AJAX HANDLERS. THOSE ARE ALSO ESCAPING/ENCODING ARGS.

• CHROME WAS BLOCKING SOME OF MY XSS ATTEMPTS, HAD TO DISABLE XSS AUDITOR
=> LAUNCH "CHROME.EXE" --DISABLE-XSS-AUDITOR

• RAN METHOD 3 TO LOCATE FILES ACCESSIBLE WITHOUT AUTHENTICATION, GOT BANNED!
=> HAD TO DISABLE FAIL2BAN ON THE VM.



AUTOMATING AUDIT

• AUTOMATE THE CODE AUDITING PART, THERE ARE GOOD COMMERCIAL SOLUTIONS FOR THAT

BUT EXPENSIVE AND NOT MANY FREE OPEN-SOURCE ALTERNATIVES…

• FOUND XSSAMINER, SMALL SHELL SCRIPT LOOKING FOR XSS PATTERNS IN PHP CODE

=> LOTS OF FALSE-POSITIVES, BUT FOUND 3 VALID XSS OUT OF IT.

• ANOTHER WELL-KNOWN ONE IS SONARQUBE, HAS A COMMUNITY EDITION AND A

COMMERCIAL

=> TRIED INSTALLING LATEST COMMUNITY IN UBUNTU AND WINDOWS BUT FAILED…
=> LACK OF DOCUMENTATION (ON PURPOSE?)
=> NEXT, WILL TRY DOCKER PRE-INSTALLED/PRE-CONFIGURED



XSSAMINER LOGS

• LOTS OF FALSE POSITIVES AND THINGS TO CLEANUP BUT SOME FINDINGS ARE WORTHY



SIP BACKEND

• FOCUSING NEXT ON THE BACKEND (ASTERISK & FREESWITCH) 

• SIP (SESSION INITIATION PROTOCOL) IS A SIGNALLING PROTOCOL, WIDELY USED IN VOIP

• USED FOR E.G TO:

• AUTHENTICATE PHONE ENDPOINTS (REGISTER)

• PLACE CALLS (INVITE)

• AND MANY MORE..

• PBXS LISTEN ON SIP PORT 5060 TCP/UDP BY DEFAULT

• WHAT IF WE SEND INVALID SIP MESSAGES? ANY CRASHES/DOS POSSIBLE?



TYPICAL SIP FLOW

• REGISTER AS EXTENSION, INVITE FROM CLIENT (UAC), THEN ANSWER FROM PBX (UAS):



INSERTING ANOMALIES
• EXAMPLE ANOMALY: INSERT JUNK IN THE SIP METHOD

• AS IT’S A COMPLEX PROTOCOL, AND THERE ARE MANY/INFINITE ANOMALIES, THOSE SHOULD

BE TESTED AUTOMATICALLY THROUGH FUZZING, HERE FIRST TEST FROM PROTOS



OPEN SOURCE SIP FUZZERS

• FUZZING WITH TOOLS THAT ARE SIP-AWARE, TO LIMIT THE ANOMALIES « KEYSPACE »

• PROTOS (16Y OLD)

• VOIPER (11Y OLD)

• OLD BUT GOLD?

• BUT ALSO BUGGY 



PROTOS DIFFICULTIES

• PROTOS WAS ORIGINALLY A UNIVERSITY PROJECT

• JAVA BASED, IT HAD ITS GLORY TIME IN 2003 AS A CERT ADVISORY WAS PUBLISHED

IMPACTING MULTIPLE PBX VENDORS

• EVOLVED AS A COMMERCIAL PRODUCT

• ORIGINAL VERSION STILL USABLE, NOWADAYS SHIPPED WITH KALI WITHOUT DOCUMENTATION

• UNFORTUNATELY IT’S CRASHING EVERY FEW TESTS (JAVA ERRORS)

=> NEED TO FIX THE JAVA CODE

OR 

MAKE A SCRIPT TO RESTART AUTOMATICALLY WITH NEXT TEST AS ONLY SOME TESTPLANS WILL

THROW AN ERROR.



JAVA ERRORS







VOIPER DIFFICULTIES

• VOIPER IS A PROJECT OF 2008 BASED ON SULLEY FUZZING FRAMEWORK

• FUZZES SIP/SDP, DETECTS CRASHES, LOGS CASES

• ALSO HAD ITS GLORY AS IT FOUND MANY CRASHES IN VARIOUS SIP CLIENTS AT THE TIME

• PRESENTED AT DEF CON 16

• STILL USABLE TODAY… BUT ALSO BUGGY 

• REGISTER SEQUENCE NEVER SUCCEEDED, SO WHAT IT SENT GOT MOSTLY REJECTED BY PBX

• SOMETIMES CRASHING, CRASHING ALSO MY UBUNTU LOCK SCREEN FOR SOME REASON

• WORKAROUND: DISABLE REGISTER AND HAVE A SIP CLIENT ON SAME HOST REGISTERED, E.G

ZOIPER



WHAT ARE WE LOOKING FOR?

• BY SENDING UNEXPECTED SIP/SDP PACKETS TO THE BACKEND, SEGMENTATION FAULTS MAY

OCCUR, BUFFER OVERFLOWS, NULL POINTERS, ETC..

• ALL THIS GOES BACK TO IMPROPER INPUT VALIDATION IN THE END LIKE XSS/SQLI

=> CRASH?

=> PERFORMANCE ISSUES? (DEADLOCKS, MEMORY LEAKS, ETC)

• COMPLEX PROTOCOL MEANS MANY POSSIBILITIES OUT THERE TO TRY

• CONFORTED BY THE LONG LIST OF SECURITY ADVISORIES

HTTPS://WWW.ASTERISK.ORG/DOWNLOADS/SECURITY-ADVISORIES

https://www.asterisk.org/downloads/security-advisories


EXAMPLE ADVISORIES

• AST-2019-001: REMOTE CRASH VULNERABILITY WITH SDP PROTOCOL VIOLATION

• AST-2019-002: REMOTE CRASH VULNERABILITY WITH MESSAGE MESSAGES

• AST-2018-004: CRASH WHEN RECEIVING SUBSCRIBE REQUEST

• AST-2018-002: CRASH WHEN GIVEN AN INVALID SDP MEDIA FORMAT DESCRIPTION

• …



FIRST FINDING WITH PROTOS

• TEST 1/ FUZZ A PJSIP SIP TRUNK, JUST TARGET PBX IP CALLING THE TRUNK NUMBER, NO

AUTHENTICATION

APPROX. 5000 TESTS, NO LUCK.

• TEST 2/ CREATE A PJSIP EXTENSION, REQUIRES AUTHENTICATION, PUT 000/000,

PB: NO AUTH INBUILT, SO REGISTERED A SIP CLIENT ON KALI, ZOIPER, THEN FUZZED

CALLING FROM EXT A TO EXT B

APPROX. 5000 TESTS, NO LUCK.

• TEST 3/ CREATE A CHAN_SIP EXTENSION, REQUIRES AUTH, SAME STORY.

AFTER APPROX 800 TESTS (1 MINUTE) DEADLOCK !!! NO MORE ANSWERS TO

REGISTER/INVITES FOR ANYONE.



DEADLOCK?

• SO, UNDER ASSAULT, CHAN_SIP APPARENTLY FREEZED ASTERISK 13.22.0

• I VERIFIED THIS WASN’T CAUSED BY FAIL2BAN AS DISABLED IN THE FIRST PLACE

• RESTARTING ASTERISK FROM CLI FIXES IT !!





DEBUGGING

• LOOKING FURTHER IN WIRESHARK I NOTICED THAT ASTERISK WAS STILL ALIVE TRYING TO

RESOLVE BOGUS DNS ENTRIES LONG AFTER (5 MINUTES) THE FUZZ STOPPED:



DNS REQUESTS NOT ASYNCHRONOUS

• DIGGING IN ASTERISK BUG TRACKER HTTPS://ISSUES.ASTERISK.ORG/JIRA/BROWSE

• TURNS OUT IT’S AN OLD DESIGN ISSUE IN CHAN_SIP, HOSTNAMES IN SIP PACKETS ARE LOOKED UP

IN DNS SEQUENTIALLY, SO WHEN PROTOS SENDS JUNK HOSTNAME ENTRIES A DNS QUERY OCCURS.

• TRANSLATION: SIP FLOOD WITH JUNK HOSTNAMES ENTRIES RESULTS IN CHAN_SIP DOS UNTIL ALL

ARE RESOLVED.

• FUZZ OF 1 MINUTE RESULTED IN MY CASE IN 5 MINUTES DOWNTIME OF TELEPHONY…

https://issues.asterisk.org/jira/browse


WHAT’S NEXT?
• 1/ CVES PUBLICATION

• 2/ FUZZ MORE? MANY PROTOCOLS

• 3/ AUDIT THE C/C++ CODE?

• BASIC KNOWLEDGE BUT CAN SEE THAT PLENTY SDL BANNED FUNCTIONS ARE USED

HTTPS://GITHUB.COM/INTEL/SAFESTRINGLIB/WIKI/SDL-LIST-OF-BANNED-FUNCTIONS

• E.G SEARCHING STRCPY() IN LATEST ASTERISK SOURCES FOUND ON GITHUB, 709 HITS, SOME

MARKED “SAFE”, OTHERS NOT…

https://github.com/intel/safestringlib/wiki/SDL-List-of-Banned-Functions


CONCLUSIONS

• SEEN PLENTY OF EXAMPLES OF VULNERABILITIES

• CAUSED MAINLY BY IMPROPER SANITIZATION OF INPUTS

• MITIGATE THESE BY:

• FOLLOWING CODING GOOD PRACTICES (OWASP ETC..)

• E.G STANDARDIZED PARSING, PARAMETERIZATION (SQL)

• USE OF FRAMEWORKS DOING IT FOR YOU IN PLACE OF REINVENTING THE WHEEL

• ADDITIONAL CONTROLS SUCH AS HTTP HEADERS ON THE WEBSERVER LEVEL, WAF, ETC

• REPORTING TAKES LOT OF TIME!

• LATEST NEWS, 18/09/2019 MICROSOFT/GITHUB ACQUIRES SEMMLE, A COMPANY DOING

SOURCE CODE AUDITING SOFTWARE, PLANS FOR AUTO-CHECKS ON SOURCES REPOS?



QUESTIONS?

• DID YOU LIKE IT?

• ANYONE WANTS TO CONTRIBUTE NEXT?


